ANTI-MONEY LAUNDERING/COUNTER FINANCING OF TERRORISM
GUIDELINE FOR THE INSURANCE INDUSTRY
ISSUED BY THE ANTI-MONEY LAUNDERING AUTHORITY IN CONJUNCTION WITH
THE SUPERVISOR OF INSURANCE
2006 REVISION

1.0  INTERPRETATION
In this Guideline ™" =

“Licence" means

* alicence issued by the Supervisor of Insurance to conduct insurance business Inor
from Barbados; '

“Licensee” means any entity, which s licensed by the Supervisor of Insurance to conduct
insurance business in or from Barbados.  °

‘Relevant insurance business(es)" (RIB) subject to these guidelines are those Licensees
engaged in the following types of insurance (not reinsurance) business;
I. A permanent life insurance policy, other than a group life insurance policy;
Il. - Any annuity contract, other than a group annuity contract and
lll. Any other individual life insurance product with features of cash value or
investment

References to Anti-Money Laundering Authoﬁty should be understood to include the Financial
Intelligence Unit. J

2.0 INTRODUCTION

There has been global acceptance that money laundering and the financing of terrorism
constitute major threats to national and international stability. In capitalist economies, such as
Barbados and the most of the western world, they serve as dangerous instruments of
economic and political demise. These threats are both executed through the financial system
and thus attempts to combat them must be directed at the financial systemn, This reality has
led financial sector regulators and financial institutions to strengthen their vigilance in support
of the efforts of governments to more easily detect attempts to launder money and finance
terrorism and to minimise the possibility that thelr jurisdictions or institutions become invoived,
Although initial efforts were directed at the commercial banking section of the financial
community, it has become very clear to anti-money laundering and counter terrorism
practitioners that other financial institutions, including insurance companies, are vulnerable to
both of these aclivities.

The Anti-Money Laundering Authority (the Authority) and the Supervisor of Insurance (the
Supervisor), pursuant to their responsibilities for the regulation and supervision of entities
licensed to conduct insurance business under the Insurance Act, Cap. 310 and the Exempt
Insurance Act, Cap, 308A and the authority conferred by the Money Laundering and Financing
of Terrorism (Prevention and Control) Act, Cap. 129 (the MLFTA) have revised their Know
Your Cllent Guideline to reflect new international realities and to enable insurance operators to
better implement their legal obligations.

With respect to the Authority, this Guideline is issued pursuant to section 22(f) of MLFTA
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which provides that the Authority may issue guidelines in respect of
(a) the detection, prevention and deterrence of money laundering; and

(b) the detection of funds allocated or used for the purpose of committing an offence under
the Antl-Terrorism Act (Cap. 158).

Section 8 (1) of the MLFTA provides that every financial institution shall comply with the
training requirements created and guidelines issued by the Autherity in accordance with this
Act. As a consequence, adherence to this Guideline is not optional but is 28 mandatory legal
obligation. This Guideline replaces the one previously issued.,

It should be noted that the contents of this Guideline form a minimum standard that the
Authority and the Supervisor expect to be followed, RIBs and other insurance companies are
encouraged to apply higher standards wherever it appears prudent to do so In furtherance of
the protection of their institutions from abuse and to safeguard the financial sector.

References to the Authority should be understoed to include the Financial Intelligence Unit
(FIU) which carries out the executive functions of the Authority.

3.0 APPLICATION

This Guideline’ applies to all Licensees that conduct Relevant Insurance Business(RIB) .
These institutions should ensure that, ata minimum, this guideline is also implemented in their
branches and subsidiaries abroad. RIBs should inform the Supervisor and the Authority if the
local applicable taws and regulations in another jurisdiction prohibit the implementation of this
Guideline. :

For the avoidance of doubt this Guideline doesNOT apply to any Licensee that does not
conduct RIB however such Licensees may fall within the remit of the MFTA as Financial
Institutions and must therefore comply with the requirements of that Act,

40 MONEY LAUNDERING AND FINANCING OF TERRORISM
41 Money Laundering

Money laundering may be defined as the act or attempted act to disguise the source of money
or assets derived from criminal activity. It is the effort to transform “dirty” money, into “clean®
money. The money laundering process often involves:

. The placement of the proceeds of crime into the financial system, sometimes by
techniques such as structuring contract payments or deposits in amounts to evade
reporting requirements or co-mingling legal and illegally obtained funds, In the
insurance industry, this may take the form of the purchase of policies that allow for the
investment of sizable sums of money. It could involve the purchase of a single
expensive policy or multiple policies, sometimes with different beneficiaries. Some

! For the purposes of this Guideline, general referencas to money laundering should be Interpreted as
references to money laundering and/or the financing of terrorism.

2.
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newer investment type services would comfortably facilitate this initial step.
il The layering of these proceeds by moving them around the financial sysiem, often in a complex
series of transactions which could involve several different institutions fo create confusion and
complicate the paper trail (Insurance companies should pay close attention to payments made
by monetary instruments transferring funds from other financial institutions); and

iii.  Integrating the funds into the financial and business system so that they appear as
legitimate funds or assets.

The three basic steps may occur as separate and distinct stages but may also ocecur
simultaneously or, more commonly, they may overlap. The available laundering mechanism
and requirements of the criminal or terrorist organisation shape how these stages are
employed.

42  Financing of Terrorism

Terrorism is any act that has the purpose by its nature or context, to intimidate the public or to
compel a government or an intemational organisation to do or to refrain from doing anyactand
that is intended to cause

(=)death or sericus bodily ham,

(b) serious risk to the health or safety of the pubiic or any segment of the public,

(c) substantial property damage where the damage Involves a risk of causing serious risk
to the health of safety of the pubiic, or

(d) serious interference with or serious disruption of an essential service, facility or system.

Terrorism financing is the act of providing financial support to terrorist organisations to enable
them to carry out terrorist acts.

Unlike criminal organisations, the primary aim of terrorist groups is tends to be ideological
rather than purely financial, but temrorist groups require funds to enable them to carry out their

activities. Funds are indispensable to terrorist groups, so following and cutting off those funds
is key to fighting terrorism.

Terrorist funds are sometimes raised from criminal activity and in these cases they may be
handled very much like the taundering of other proceeds of crime. However, often, terrorist
funds come from legal sources, such as charities and other non-profit organisations, or
individual benefactors. In developing their safety systems, RIBs should address their minds to
how their institutions may be used to finance terrorist activity

5.0  INTERNATIONAL BACKGROUND

The issue of the proceeds of crime became a world agenda in 1988 as a result of the United
Nations Convention against lllicit Traffic in Narcotic Drugs and Psychotropic Substances (the
Vienna Convention). The most imporiant provisions of the convention were those aimed at
overcoming financial secrecy laws where they presented impediments to criminal
investigations. As a consequence many Jurisdictions made great efforts to increase the
transparency of financial dealing and to make financial and commercial records more

-3.
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accessible for bona fide investigations.

Since the Vienna Convention, varlous agencles have issued guldelines for the prevention of
money laundering. These Include:

+ The Financial Action Task force (FATF), established in 1889 by the G-7 Summitas an
inter-governmental body for the development and promotion of policies to combat
money-laundering; The FATF has Issued forty (40) recommendations to fight money-
laundering (Appendix 6.01) and nine (9) special recommendations on Terrorist
Financing, Appendix 6.02.

¢ The International Asscciation of Insurance Supervisors which was established in 1894
by Insurance Supervisors from over one hundred jurisdictions around the world who
resolved to, among other things, co-operate together to ensure improved supervision of
the insurance industry on a domestic as well as on an international leve! in order to
maintain fair, safe, and stable insurance markets for the benefit and protection of
policyholders. The IAIS issued draft anti-money laundering guidelines for Insurance
Entities in 2000,

6.0 LEGISLATIVE AND REGULATORY FRAMEWORK

The Government of Barbados has enacted several pieces of legislation aimed at preventing
and detecting drug trafficking, money laundering, terrorist financing end other serious crimes.
These comprise:

Drug Abuse (Prevention and Control) Act, 1990-14, CAP131;
Proceeds of Crime Act, 1990-13, CAP143; (POC)

Mutual Assistance in Criminal Matters Act, 1992, CAP140A;
Anti-Terrorism Act, 2002-6 (ATA) ; and

Money Laundering and Financing of Terrorism (Prevention and Control) Act, 2002-8,
CAP129. (MLFTA)

The MLFTA Indicates that a Financial Insfitution engages in money laundering If it fails to take
reasonable steps to implement or apply procedures to control or combat money laundering and
it confers responsibility for the supervision of financial institutions? to the Authority, which was
established in August 2000. A Financial Intelligence Unit (FIU) has been established to carry
outthe Authority’s supervisory function over financial institutions, As the operational arm of the
Authority, its responsibilities, inter alia, include:

. Receiving suspicious transactions reports from financial institutions;
I, Investigating susplicious transactions reports;
ii.  Instructing financial institutions to take steps that would facilitate an investigation; and
iv.  Providing training to financial institutions in respect of record keeping obligations and
reporting obligations under the MLFTA,

2 Offences and penalties under the MLFTA are set out in Appendix 3,
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Where there is uncertainty about how 1o treat an unusual or suspicious transaction, direct
reference should be made to the FIU for preliminary guidance and then a report should be
made, as appropriate. Where the FIU believes on reasonable grounds that a fransaction or
activity involves criminal activity or the proceeds of crime or a terrorist financing offence, the
FIU will send a report for further investigation to the Commissioner of Police.

As partof its supervisory and regulatory function, the Supervisor will assess the compliance of
its licensees with the country’s AML/CFT framework and compliance with the MLFTA through
pericdic onsite inspections. Where deficiencies are identified the Supervisor will furnish the
Authority with a report, In addition, the Supervisor Is required by law te provide any Information
that his office has In its possession, which the FIU deems useful for an investigation that is
being conducted for the purposes of the MLFTA.

From time to time, the Authority, in conjunction with the Supervisor, will amend this Guideline,
but RiBs should, as part of their risk management practices, stay current with emerging
developments as they relate to AML/CFT and upgrade their AML/CFT programme where
necessary. .

-

7.0 THE ROLE OF THE BOARD AND SENIOR MANAGEMENT

AML/CFT risk concerns cannot be confined to commercial banks. Practical experience has
shown that insurance companies conducting RIB are at risk in much the same way as are
banks. As a consequence, such insurance entities must see AML/CFT as part of their overall
risk management strategy. Money laundering and terrorist financing expose an insurance
entity to criminal, legal, transaction, compliance and reputation risks. For Insurance entities
convicted of money laundering or terrorist financing, there are considerable costs and potential
personal liability. Licensees engaged In RIB therefore should establish an effective AML/CET
pregramme that minimises these risks and potential costs.

The Board of Directors has ultimate responsibility for the effectiveness of the Licensee’s
AML/CFT framework. The Board has an oversight role designed to ensure inter alia that there
is compliance with all the relevant laws and regulations and be aware of international
standards, Such compliance should assist in the detection of suspicious transactions and
permit the creation of an audit trail if an investigation Is deemed necessary.

Directors and senior management should be aware that:

i.  The use of a group wide policy does not absolve directors of their responsibiity to
ensure that the policy is appropriate for the company and compliant with Barbadian
law, regulations and guidelines. Failure to ensure compliance by the company with
the requirements of the MLFTA may result In significant penalties for directors and the
company (See Appendix 3);

ii.  Subsidiaries and branches of companies including those domiciled outside of
Barbados are expected fo, ata minimum, comply with the requirements of Barbados
MLFTA and this Guideline; and )

“$§e
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Where some of the company’s operational functions are outsourced, the company
retains full responsibility for compliance with local laws, regulations and guidelines.

Directors should therefore demonstrate their commitment to an effective AML/CFT programme

by:

iv.

Understanding the statutory duties placed upon them, their staff and the entity itself;
Approving AML/CFT policies and procedures that are appropriate for the risks faced
by the company. Evidence of conslderation and approval of these policies should be
reflected in the board minutes;

Appointing an individual within the organisation for ensuring that the company’s
AML/CFT procedures are being managed effectively; and

Seeking assurance that the company is in compliance with its statutory
responsibilities as it relates to the MLFTA and this Guideline.

Senior management is responsible for the development of sound risk management
programmes and for keeping directors adequately informed about these programmes and their
effectiveness. These programmes, which should be designed to permit a sound knowledge of
a client’s business and pattern of financial transactions and commitments, should be formally
documented and, at a minimum, irrespective of whether the company receives funds from third
parties or not, should provide for:

The development of internal policies, procedures and controls for inter alia:

a, The establishment of contracts with clients and verification of client identity;
b. Establishing business relations with third parties (including custodians, fund
managers, correspondent banks, business introducers);
c. Determining business relationships that the company will not accept;
d. The timely detection of unusual and suspicious transactions, and reporting to
the Authority;

e. Reporting obligations; and"

f. Record retention.
The recruitment of a level of staff, appropriate to the nature and size of the business, to
carry out identification, and research of unusual transactions and reporting of
suspicious activities;
An ongoing training programme designed to ensure adherence by employees and
agents to the legal and intemal procedures, and familiarity with the dangers they and
the business entity face and on how their job responsibilities can encounter specified
money laundering and terrorist financing risks;
Designation of a compliance officer at an appropriate leve! of authority, seniority and
independence to coordinate and monitor the compliance program, receive internal
reports and issue suspicious transaction reports to the Authority; See Section 8.0.
Establishment of management information/reporting systems to facilitate aggregate
and group wide monitoring;
An effective Independent risk-based oversight function to test and evaluate the
compliance program; and
Screening procedures for hiring, and ongoing systems to promote high ethical and
professional standards to prevent the company from being used for criminal activity.

6=
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Policies should be pericdically reviewed for consistency with the business model, and product
and service offering. Special attention should be paid to new and developing technologies.

71  RISK-BASED APPROACH

Life and Non-Life Insurance Business

Life insurance business is the predominant class of insurance that is used by money

launderers; however some maney-laundering activities could be affected by the use of non-life
insurance. .

There are several types of life Insurance Including term, whole life and combinations of these
types. There are also single or regular premium unit-linked life assurance policies in which
units are linked to the value of the underlying investments. Unit linked policies are the types
which are more subject to abuse and are the reason for many of the guidelines which may not
be applicable to term life.

Life and non-life activities should be separated, if necessary in distinct companies, so thatone
activity should not be required to support the other. Where policies are hybrid in character, for
example, life insurance and investment, the funds should be appropnately segregated.

7.1.0 Forms of Money-Laundering and Insurance Entities

For money laundering to be successful, the "paper trail* must be eliminated or at least made
sufficiently complex so as to mask each of the steps in the laundering process. This may be
done by infiltrating the financial system or by physically smuggling the currency out the country

concemed. Insurance companies may be useful vehicles in the facilitation of system
infiltration,

Within the insurance system money launderers may structure fransactions (break down large
payments into a number of smaller ones to avoid the reporting requirement), coerce

employees to cooperate and not to file proper reports, or establish apparently legitimate “front”
insurance entities to launder money.

7.1.1 Assessing the Risk

Insurance entities engage in different types of insurance business and licences are issued
under two different statutes - the Insurance Act and the Exempt Insurance Act, With this in
mind, the Authority and the Supervisor are well aware the nature and degree of risk will vary
from entity to entity. However, all Licensees should design an AML/CFT framework in
accerdance with their risk profile, taking into account:

I. The nature and scale of the business;
Il The complexity, volume and size of transactions;
Ill. The degree of risk associated with each area of operation;
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IV. Type of customer (e.g. whether ownership is highly complex, whether the customer
is a PEP, whether the customers employment income supports policy activity,
whether customer is known to other members of the financial group);

V. Type of product/service (e.g. life insurance with Investment element,);

VI. Delivery channels (e.g. whether through agents or other intermediaries, direct
purchases, intemet);

VIl. Geographical area (e.g. whether business Is conducted in or through communities
or jurisdictions with high levels of drug trafficking or corruption, whether the
customer is subject to regulatory or public disclosure requirements); and

VIIl. Value of business and frequency of transactions (e.g. whether high value and low
volume, low value and low volume, high value and high volume),

RIBs may apply customer due diligence standards on a risk sensitive basis depending on the
type of customer, business relationship or fransaction. Reduced due diligence is acceptable for
example, where information on the identity of the customer or

beneficial owner is publicly available or where checks and controls exist elsewhere in national
systems, Alternatively, RIBs should apply enhanced due diligence to customers (Section 7.4)
where the risk of being used for money laundering or terrorist financing is high.

RIBs should document a risk-based approach in their AML/CFT programmes. This approach
requires an assessment of the risk posed by the nature of the business and the
implementation of appropriate mitigation measures, while maintaining an overall effective
programme. This should be evidenced by categorising of the customer base, products and
services by risk rating (e.g. low, medium, high) and identification of assigned actions by risk
types.

While each entity will determine the number and name of risk categories, the fundamental
issue is for the adoption of reasonable criteria for assessing risks. In addition to "Red Flags®

appended to this guideline, typologies of money laundering and terrorist financing schemes are
available.®, all of which can assist in risk categorisation.

Systems should be in place to periodically test the accuracy of the assignment of the customer
base to risk categories and that the requisite due diligence is being followed. In addition, risk
categories will change as money laundering and terrorist typologies evolve. .

8.0 CUSTOMER DUE DILIGENCE

Customer due diligence is an essential element of the effort to prevent the financial system
from being used to perpetrate money laundering and terrorist financing. RIBs are ultimately
responsible for verifying the identity of their customers. In this regard, all policies or other
Insurance contracts must be held in the correct name of the customer,

The company should ensure that every subject that comes up for verification does indeed
exist. All parties to a joint application should be verified, except where there is a large number
of verification subjects such as with a group life or pension pian, in which case verification may
be limited to the principal shareholders or directors, as the case may be.

3 For example, www.fatf-gafi.org.
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Verification procedures should be caried out with respect to all persons entering Into
Insurance contracts. Where there are underlying principals, the true relationship between the
principals and the policyholders should be established and appropriate enquiries carried outon
the principals, especially if the policyholders usually act on the instructions of the principals

Where the subject matter of the insurance or the beneficiary or palicyholder resides outside of
Barbados, special care should be taken.

Where a transaction invelves an insurer and an intermediary, each needs separately 1o
consider its own position and to ensure that its own obligations regarding verification and
records are duly discharged.

As part of their due diligence process, RIBs should:

i.  Establish procedures for obtaining Identification information on new customers so as
to be satisfied that a prospective customer is who he claims to be;

ii. Use reasoriable measures to verify and adequately document the identity of the
customer or policy holder at the outset’ of a business relationship. This process should
include, where appropriate:

a. Taking reasonable measures to understand the ownership and control
structure of the customer;

b. Obtaining Information on the purpose and intended nature of the business
relationship, the source of funds, and source of wealth, where applicable; and

c. Discontinuing the transaction, if customer documentation information is not
forthcoming at the cutset of the relationship.

iii. — Employ enhanced due diligence procedures for high risk customers or transactions
(Section 7.4);

iv.  Review and update Identification records, on a risk-focussed basis, to ensure that all
existing customer tecords are current and valid and conform to any new requiremenis
(Section 7.6); and

V. Monitor policy activity throughout the life of the business relationship.

For the purposes of this guideline, the RIB should seek to identify the customer and all those
who exercise control over the policy/contract. A customer Includes:

i) A person or entity that maintains a policy/contract with the RIB;
ii) A person or entity on whose behalf a policy/contract is maintained i.e. beneficial owner:
iy The beneficiaries of business conducted by professional intermediaries such as lawyers,
accountants, netaries, business introducers or any other professional service providers;

or

v} Any person or entity connected with a financial transaction that can pose a significant risk
to the RIB, Including persons establishing business relations or purporting to act on
behalf of a customer.

* Forthe purpose of this guideline, the outset of the relationship is the earfier of acceptance of the signed
appiication / propesal, or the first recelpt of funds from the customer.

-9-
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In effecting the due diligence process, RIBs should:

i) Whenever possible, require prospective customers to be interviewed in person.
Exceptions to this are outiined in Sections 8.4.3 and 8.4.4;

ii) “In verifying customer identity, use official or other refiable source documents, data or
information to verify the identity of the beneficial owner prior to establishing the business
relationship. ldentification documents which do not bear a photograph or signature and
which are easily obtainable (e.g. birth certificate and driver's licence) are not acceptable
as the sole means of identification. Customer identity can be verified using a combination
of methads such as those listed at Appendix 4, Verification may involve the use of
extemal electronic databases.

iy In instances where original documents are not available, only accept copies that are
certified by an approved person. See Appendix 5. Approved persons should print their
name clearly, indicate their position or capacity together with a contact address and
phone number;

iv) If the documents are unfamiliar, take additional measures to verify that they are genuine
e.g. contacting the reievant authorities; and

v) Determine through a risk analysis of the type of applicant and the expected size and
activity of the policy, the extent and nature of the information required to enterinto a
contractual relationship. Examples of documentation for different types of customers are
setout in Sections 7,1 to 7.5,

Generally, RIBs should not accept funds from prospective customers unless the necessary
verification has been completed. In exceptional circumstances, where itwould be essential not
to interrupt the normal conduct of business, (e.9. non face-to-face business), verification may
be completed after establishment of the business relationship. Should RIBs determine this an
acceptable risk, they should retain control of any funds received until verification requirements
have been met. If the requirements are not met, and the RIB determines that the
circumstances give rise to suspicion, it should make a report to the Authority (See Section 8).

RIBs should be cognizant of tipping off a customer when conducting due diligence, and there
is a suspicion that a fransaction relates to money laundering or the financing of terrorism. The
RIB should make a business decision whether to establish the relationship, but must submita
suspicious report to the Authority.

81 Personal Customer

A RIB should obtain relevant information on the identity of its customer and seek to verify such,
on a risk basis, through the use of reliable, Independent source documents, data or information
to prove to its satisfaction that the individual Is who that individual claims to be. The basic
information should include:

a. True name and permanent residential address;

b. Valid photo-bearing identification, with unique identifier, (e.9. passport, national
identification card, driver's licence);

c. Date and place of birth and nationality (if dual, should be indicated);

d. Occupation;

-10-
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Contact details e.g. telephone number, fax number and e-mail address;
Purpose of the policy or contract;

Source of funds;

Estimated policy or contract activity, where reievant; and

Signature.

sTa~e

In addition, the RIB'may obtain any other information deemed appropriate.

Where a customer is unable to produce original documentation needed for Identification or
verification, copies should be accepted if certified by Approved Persons listed in Appendix 5.

8.1.1 Unavailability of Identity Documents

There may be circumstances where some types of customers are unable to supply the
identity documents at Section 7.1. Such customers include the elderiy, the disabled, students
and individuals dependent on the care of others. RIBs should determine what alternate
identification documentation to accept and verification to employ, Where applicable, the
following should be among documentation obtained:

a) Aletter or statement from a person listed at Appendix 5 that the person is who
he/she states;

b) Confirmation of identity from another regulated institution in a jurisdiction with
equivalent standards;

c) Confirmation(s) from the student’s, schoo!, college , university or possibly
workplace if appopriate; and

8.2  Corporate Customer

To satisfy itself as to the identity of a corporate customer, the RIB should obtain:

Name of corporate entity;

Principal place of businéss and registered office;

Mailing address;

Contact telephone and fax numbers;

Identity information (See Section 7.1) on the beneficial owners of the entity. This

Information should extend, as far as practicable, to identifying those wheo ultimately

own and control the company and should inciude anyone who is giving instructions to

the RIB to act on behalf of the company. However,

I If the company is publicly listed on a recognised stock exchange and not
subject to effective control by a small group of individuals, identification on
shareholders is not required;

i, Ifthe company is a private, but widely held entity, identity should be sought
on persons with @ minimum of 10% shareholding.

. Identity information (See Section 7.1) on directors and officers who exerclse effective
control over the business and are in a position to override internal procedures / control
mechanisms and, in the case of bank accounts, the signatories to the
arrangement/policy;

9. Description and nature of business:

saoow
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h. Purpose of the policy, source of funds and the estimated policy activity;

Il Certified copy of the Certificate of Incorporation, authenticated where the body is
incorporated outside of Barbados, or Certificate of Continuance pursuant to Section
352 or 356.2 of the Companies Act or Certificate of Reglstration where the body was
Incorporated abroad but registered under the Companies Act:

| Certified Copy of the (Memorandum and) Articles of Assaciationof the entity;

k. By-laws and any other relevant corporate documents filed with the Registrar of
Corporate Affairs and Intellectual Properiy;

I, Evidence that the entity is in compliance with its statutory obligations and is not in the
process of being wound-up;

m. Board resolution authorising the policy or contract and conferring authority on
signatories to the policy or contract; and

n. Recent financlal information or audited statements,

In addition, the RIB may obtain any other information deemed appropriate. For example,
where it is deemed necessary, a RIB may also request the financial statements of parent or
affiliate companies. It should request this information, particulariy for non-resident companies,

where the corporate customer has no known track record or it relies on established affiliates
for funding.

8.3 Partnership/Unincorporated Business

Partnerships and unincorporated businesses should meet the relevant requirements set outin
Section 7.1, Each partner should be identified as well as immediate family members with
ownership confrol. In addition to providing the Identification documentation for
partners/controflers and authorised signatories, where a formal partnership arrangement
exists, there should be a mandate from the partnership authorising policy or contract..

8.4 Enhanced Due Diligence

ARIB may determine that a customer Is high risk because of the customer’s business activity,
ownership structure, nationality, residence status, anticipated or actual volume and types of
transactions. A RIB may be wary of doing business with persons from countries where, for
example, it is believed that there Is a high level of drug trafficking or corruption and greater
care may be needed in establishing and maintaining the relationship or accepting
documentation from such countries.

The RIB's policy framework should therefore include a description of the types of customers
that are likely to pose a higher than average risk and procedures for dealing with such
applications. High-risk customers should be approved by senior management and stringent
documentation, verification and transaction monitoring procedures should be established.
Applying a risk-based approach, enhanced due diligence for high risk policies may include,
where deemed relevant, and with more frequency than applied for low risk customers:

a) An evaluation of the principals;

b) A review of current financial statements;
c) Verification of the source of funds;

d) Verification of source of wealth;

@) The conduct of reference checks;

f) Checks of electronic databases; and
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g) Periodic reporting to the Board about high risk accounts,
Types of situations requiring enhanced due diligence Include the below:
8. 4.0 Trust Operators, etc

In this Guideline the expression “trust” means the legal relationship created when assets
ve been placed under the control of a trustee for the benefit of a beneficiary or fora
specified purpose.

Notwithstanding the location of the settior or beneficiary of a trust, any entity which is licensed
to conduct insurance business in Barbados or from within Barbades and which Is owned,

controlled or operated by a trust, is required to comply with these Guidelines and other
relevant laws of Barbados.

Every trust that owns, controls or operates an entity licensed to conduct insurance business in
or from within Barbados must meet the following conditions:
(a) it must be established by a trust deed:
(b) must be administered by an independent trustee;
(c) where the trustes is an individual, he must be;
(1) of good character,
(i) of sound mind,
(i) afitand proper person to administer and otherwise manage the gssets of
+ - the trust, and
(iv)  qualified to efficiently carry out the duties of trustee, and
(v)  should not be declared a bankrupt in any court;
(d) where the frusiee is a company, the company must;
(1) be Incorporated in the jurisdiction in which the trust is established,
(i) be solvent,
(i) furmish the Supervisor with a certificate of compliance issued by the
corporate regulator in the jurisdiction in which it is incorporated,

Where the deed or instrument creating a trust is in a language other than English, the deed or
instrument must be accompanied by a certified English translation.

8.4.1 Trust Clients

Every insurer must take reasonable measures to obtain information about the true identity of
the persons on whose behalf a contract Is entered into, This applies especially if there are
any doubts as to whether or not these clients or customers are acting on their own behalf,

Ata minimum, the RIB should obtain the following®: -
a8, Name of trust;

b. Nature / type of trust;
¢. Country of establishment;

5 These minimum requirements apply whether the licensee is a named trustes o Is providing senvices 1o a
frust,
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d. Identity of the trustee(s), settlor(s), protector(s)controller(s) or similar person holding
power to appoint or remove the trustee and where possible the names or classes of
beneficiaries; -

e. |dentity of person(s) with powers to add beneficiaries, where applicable; and

f. Identity of the person providing the funds, if not the ultimate settior.

Depending on the type or nature of the trust, it may be impractical to obtain all of the above at
the onset of the relationship e.g. unbomn beneficiaries. In such cases, discretion should be
exercised and documented in a manner consistent with the requirements in this guideline. In
all circumstances, there should be verification of beneficiaries before the first distribution of
assels. Further, verification of protectors / controliers should be underiaken the earlier of the

firstinstance of exercise of power conferred by the trust instrument or the Issue of instruction
to an advisor to provide advice.

Ongaing due diligence should be applied in the context of changes in any of the parties to the
trust, revision of the trust, addition of funds, investment of trust funds or distribution of trust
assets/provision of benefits out of trust assets.

Obtalning a copy ofthe creating instrument and other amending or supplementing instruments
satisfies verification of the identity of the trust.

RIBs, when they are dealing with a trustee, must take reasonable measures to ensure that the

trustee is acting in.accordance with the authority conferred upon him by the instrument
establishing the trust,

RIBs are required to inform the Supervisor and the FIU when applicable laws and regulations
in the domicile where trusts are established, prohibit the implementation of this guideline.

8.4.2 Non-Profit Organisations (NPOs)

NPOs differ in size, income, structure, legal status, membership and scope. They engage in
raising or disbursing funds for charitable, refigious, cultural, educational, social or fratemal
purposes or for carrying out other types of “good works". NPOs can range from large regional,
national or International charities to community-based self-help groups. They also include
research institutes, churches, clubs, and professional associations. They typically depend in
whole or in part on charitable donations and voluntary service for support. While terrorist
financing may occur through small, non-complex transactions, enhanced due diligence may
not be necessary for all clients that are small organisations, dealing with insignificant
donations fer redistribution among members. RIB should therefore determine the risk level of
activities in which the NPO is engaged.

To assess the money laundering risk exposure of an NPO, a RIB should focus inter alia on:

Purpose, ideclogy or philosophy;

Geographic areas served (including headquarters and operational areas);
Organisational structure;

Donor and volunteer base;

Funding and disbursement criteria (including basic beneficiary information);
Record keaping requirements; and

Its affiliation with other NPOs, Governments or groups.

emeanop

14



The RIB should also Include the following In the identity records:

- a) Evidence of registration of the home and local operation, where applicable:
b) Identity of all signatories to the account; and
¢) Identity of board members and trustees, where applicable,

As part of the verification process, RIBs should confirm that the organisation is registered
under the appropriate laws and with the tax authorities and should carry out due diligence
against publicly available temrorist lists. As part of ongoing manitoring activity, RIBs should
examine whether funds are being sent to high-risk countries,

8.4.3 Non Face-to-Face Customers

The rapid growth of finaficial business by electronic means increases the scope for non-face -
to-face business and increases the risk of criminal access to the financial system. Customers
may use the internet, the mail service or alternative means because of their convenience or
because they wish to avoid face-to-face contact, Consequently, special attention should be
paid {o risks associated with new and developing technologies. Customers may complete
applications but RIBs should satisfy the requirements in this section before establishing a
business relationship. :

When accepting busingss from non-face-to-face customers, in order to prove to its
satisfaction that the individual is who that individual claims to be, RIBs should:

a. Obtain documents certified by approved persons listed at Appendix 5;

b. Request additional documents to complement those which are required for face-to-
face customers, including more than one photo bearing ID;

©. Make independent contact with the customer, for example by telephone on a listed
business or other number; and

d. Request third party introduction e.g. by an introducer as noted in Section 8.4.4,

In addition, the RIB may:
a) Carry out employment checks (where applicable) with the customer's consent through
a job letter or verbal confirmation on a listed business or other number:
b) Require the first payment to be carried out through an account in the customer's name
vith a bank subject to equivalent customer due diligence standards; and
¢) Obtain any other information deemed appropriate.

Where Initial checks fail to identify the customer, additional checks should be independently
confirmed and recorded, If the prospective customer is required to attend a branch to conduct
the first transaction, or o collect account documentation or credit/debit cards, then valid photo
bearing identification should be obtained at that tme.

Where a RIB or its subsidiary initiates transactions in its role as a securities broker or in the
sale of mutual funds without establishing face-to-face contact and obtaining all of the relevant
documentation, it should make all efforts to obtain such information as soon as possible, In
accepting such transactions, RIBs should:

i, Setlimits on the number and aggregate value of transactions that can be carried out;
ii.  Indicate to customers that failure to provide the information within a set timeframe,
may trigger the termination of the transaction; and
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il. ~ Consider submitting a suspicious activity report.
844 Introduced Business

A RIB may rely on other regulated third parties to introduce new business in whole or in part

but the ultimate responsibility remains with the RIB for customer identification and verification.
RIBs should;

a. Document in a written agreement the respective responsibilities of the two parties;

b. Satisfy itself that the regulated entity /introducer has in place KYC practices at least
equivalent to those required by Barbados law and the RIB itself;

¢. Obtain copies of the due diligence documentation provided to the introducer prior to
the commencement of the business relationship;

d. Satisfy itself that an introducer continues to conform to the criteria set out above (e.q.
conduct periedic reviews);

e. Consider terminating the relationship where an introducer fails to provide the requisite
customer identification and verification documents; and

f. Consider terminating the relationship with an Introducer where there are persistent
deviations from written agreements,

When a prospective customer is Infroduced from within a RIB group, provided the identity of
the customer has been verified by the introducing parent company, branch, subsidiary or
associate in line with the standards set out in the guideline, it is not necessary to re-verify the
identification documents unless doubts subsequenlly arise about the veracity of the
information. The RIB should, however, retain copies of the identification records in
accordance with the requirements in the MLFTA. RIBs should obtain written confirmation from
a group member confirming completion of verification. See Appendix 6.

8.4.5 Professional Service Providers

Professional service providers act as intermediaries between clients and the RIB and they
include lawyers, accountants and other third parties that act as financial liaisons for their

clients. When establishing and maintaining relationships with professional service providers, a
RIB should:

a. Adequately assess the risk Involved in the relationship and monitor for suspicious or
unusual activity;

b. Understand the intended use of the arrangement, including the anticipated transaction
volume, products and services used, and geographic locations involved in the
relationship; and

c. Obtain the identity of the beneficial owners of the client funds where it is not satisfied

that the intermediary has in place due diligence procedures equivalent to the standard
of this guideline.

Where client accounts are held on behalf of individual clients, each beneficial owner of the
account should be disclosed to the RIB. This is not required for funds held in pooled accounts
(e.0. managed as mutual or pension funds, attemey client accounts) where the provider
empioys at a minimum, equivalent due diligence standards as set outin this guideline and has
systems and controls to allocate the assets to the relevant beneficiaries. RIBs should apply
the criteria at Section 7.4.4 in conducting due diligence on providers.

8.4.6 Politically Exposed Persons (PEPs)
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Concemns about the abuse of power by public officials for their own enrichment and the
associated reputation and legal risks which RIBs may face have led to calls for enhanced due
diligence on such persons. The FATE defines a PEP as a forelgn senior poliical figure®, their
immediate family” and close associates. However, identifying PEPs can be problematic,

A RIB should; :

i. Develop policies, procedures and processes such as the use of electronic databases
. _-. o assess whether a customer is or has become a PEP;
- Il Take reasonable measures to establish the source of wealth and the source of funds
of PEPs;
iil.  Exercise greater scrutiny and monitoring of all PEP policies or contracts; and
Iv.  Require senior management to determine whether to continue the relationship where
an existing customer subsequently becomes or is found to be a PEP.

In addition to the identity information narmally requested for personal customers, the following
information on a PEP should be gathered:;

a. Estimated net worth, including financial statements;

b. Information on immediate family members or close associates having transaction
authority over the policy or contract; and

c. References or other information to confirm the reputation of the client.

8.4.7. Corporate Vehicles

Barbados law prohibits companies from issuing shares in bearer form. Where a RIB decides
that companies with nominee shareholders represent an acceptable business risk, they
should exercise care in conducting transactions. RIBs should ensure they can identify the
beneficial owners of such companies and should immobilise bearer shares as a means of
monitoring the identity of such companies by, for‘example, requiring custody by:

a. The RIB, orits subsidiary, regulated affiliate, parent or holding company;
b. A recognized regulated financial Institution in a jurisdiction with equivalent AML/CFT
standards; and

¢. Requiring the prior approval before shares can be exchanged.

8.5 Reduced Customer Due Diligence

As discussed in Section 6.1, the RIBs policy document should clearly define the risk
calegories / approach adopted and assoclated due diligence, monitoring and other
requirements. A RIB may apply reduced due diligence to a customer provided it satisfies itself
that the customer Is of such a risk level that qualifies for this treatment. Such circumstances
are set out below:

* Senior political figure is a senlor figure in the executive, legislative, administrative, miltary or judicial branches
of a government, a senior figure of a political party, or a senior executive of a govemment-owned corporation, It
includes any corporate entity, partnership or trust relationship that has been established by, or for the benefitofa
genior political Agure,

" Immediate family typicaty inciudes the person's parents, siblings, spouse, children, in-laws.
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I} Where an application to conduct business is made by:

An entity regulated by the Supervisor;

An entity regulated by the Central Bank of Barbados under IFSA or Fla;
An entity regulated by the Securities Commission of Barbados;

An entity registered with the Registrar of Co-operatives in Barbados:
The Government of Barbados; or

A statutory body.

~oapo®

ii) Where there is a transaction or series of transactions taking place in the course of a

business relationship, in respect of which the applicant has already produced
satisfactory evidence of identity. ‘

iy Where an existing customer opens a new arrangement unless the condition described
at Section 8.6, sub-item ii holds. However, if the source of funds originates from an
external source, or from a country where, for example, it is believed that there is a high
level of drug trafficking or corruption, the customer should be required to comply with
declaration of source of funds requests (See Section 9.1).

iv

~—

Where a RIB acquires the business of another regulated entity, whether in Barbados
or elsewhere, and it is satisfied that the due diligence standards of the acquired

institution are at least equivalent to that set In this guideline, it need not re-verify the
customers.

If the RIB is not satisfied that equivalent standards have been followed or the customer
records are not consistent with the requirements of this guideline, the RIB should seek to

identify and verify the identity of customers who do not have existing relationships with the RIB
along the lines set out in Section 8.6.

8.6  Retrospective Due Diligence

Where the identity information held on existing customers does not comply with the
requirements of this guideline, RIBs are required to develop a risk-based programme for
ensuring compliance. RIBs should:

i.  Record their non-compliant business relationships, noting what information or
documentation is missing;

ii.  Establish a framework for effecting retrospective due diligence, including the setting
of deadlines for the completion of each risk category. The timing of retrofitting can be
linked to the occurrence of a significant transaction, a material change in the way that
an policy is operating; or if there are doubts about previously obtained customer due
diligence data; and

iii.  Establish policies for coping with Inabiiity to obtain information and documentation,
including terminating the relationship and making a suspicious activity report.

Where a RIB deems on the basis of risk and materiality, that it is not practical to retrofit a
customer (e.g. the settior has died; the policy or other contract is inactive or dormant),
exemption of such policies should be approved by the compliance officer and senior
management, ratified by the board and documented on the individual's file.



9.0 UNUSUAL & SUSPICIOUS ACTIVITY/TRANSACTIONS
For the purposes of this Guideline, a transaction includes an attempted or aborted transaction,

Suspicious activity/transactions are those that give rise to reasonable grounds to suspect that
they are related to the commission of & money laundering or terrorism financing offence.
These transactions may be complex, unusual or large or may represent an unusual pattern.
This includes significant transactions relative to the relationship, transactions that exceed
prescribed limits or a very high policy turnover (such as frequent lapses, cancellations,
surrenders) that is inconsistent with the expected pattern of ransactions. In some Instances,
the origin of the transaction may give rise to suspicion. For examples of “‘Red Flags" see
Appendix 7. «

A pre-requisite to identifying unusual and suspicious activity is the profiling of customers and
determination of consistent transaction limits, Unusual transactions are not necessarily
suspicious, butthey should give rise to further enquiry and analysis. In this regard, Licensees
conducting RIB should examine, to the extent possible, the background and purpose of
transactions that appear to have no apparent economic or visible lawful purpose, Irespective
of where they originate.

RIBs are required to develop procedures io assist in the identification of unusual or suspiclous
activity in all types of business transactions, products and services offered.

A RIB should:

i.  Develop effective manual &lor automated systems to enable staff to monitor, on a
solo, consolidated and group-wide basis, transactions undertaken throughout the
course of the business relationship and identify activity that is inconsistent with the
RIBs knowledge of the customer, their business and risk profile; and

Il.  Determine customer specific limits based on an analysis of the risk profile of
customers,

9.1 Internal Reporting Procedures
To facilitate the detection of suspicious transactions, a RIB should:

i, Reguire customers to declare the source and/or purpose of funds for business
transactions in excess of threshold limits, or such lower amount as the RIB
determines, to ascertain the legitimacy of the funds. Appendix 8 indicates a
specimen of a Declaration Source of Funds (DSOF) form. Where electronic reporis
are employed instead of the form, they should capture the information included on the
Appendix and should be signed by the customer;

i. Develop written policies, procedures and processes fo provide guidance on the
reporting chain and the procedures to follow when identifying and researching
unusual transactions and reporting suspicious activities;

. Identify a suitably qualified and experienced person to whom unusual and suspicious
reporis are channelled. The person should have direct access to the appropriate
records to determine the basis for reporting the matter {o the Authority (See Section
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8.2);
Iv.  Require its staff to document in writing their susplcion about a transaction; and
v.  Require documentation of intemal enquiries.

9.2  External Reporting

RIBs are required by law to report forthwith to the Authority where the identity of the person
involved, the transaction or any other circumstance conceming that transaction lead the RIB
to have reasonable grounds to suspect that a transaction:

1) Involves proceeds of crime to which the MLFTA applies;
i) Involves the financing of terrorism; or
iy 1s of a suspicious or an unusual nature.

In addition, pursuant to the United Nations Resolutions on terrorist financing, RIBs should
freeze any funds or other assets held for individuals or organisations listed on the UN list of
persons connected to terrorism, and submit a report fo the Authority, This list may be
accessed at www.un.org’.

Where a suspicious activity report has been filed with the Authority, and further unusual or
suspicious acfivity pertaining to the same customer or account arises, RIBs should file
additional reports with the Authority.

Licensed insurance companies, their directors, officers, employees and agents are protected
under the MLFTA from any action, suit or proceedings for breach of any restriction on
disclosure of information, if they report suspicious activity in goad faith to the Authority, even if
they did not know precisely what the underying criminal activity was, and regardless of
whether lllegal activity actually occurred.

Itis against the law for employees, directors, officers or agents of a RIB to disclose that
a suspicious transaction report or related information on a specific transaction has
been reported to the Authority.

Reports should be in the format determined by the Authority (See Appendix 9). However,

where a matter is considered urgent, an initial report may be made by contacting the Authority
by telephone or e-mail.

Where a person is a client of both the RI8 and another group memberand a suspicious report
is prepared by the latter, the Authority should be notified.

10.0 COMPLIANCE AND AUDIT

All RiBs should designate a suitably qualified person with the appropriate level of authority,
seniority and independence as Compliance Officer. The Compliance Officer should be
independent of the receipt, transfer or payment of funds, or management of customer assets
and should have timely and uninhibited access to customer identification, transaction records
and other relevant information. The powers and reporting structure of the officer should be
canducive to the effective and independent exercise of dutles.

* http:/wwav.un.org/Docs/scicommittees/1267/1267ListEng. htm
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The Compliance Officer should:

i.  Undertake responsibility for developing AML/CFT compliance policies;

il.  Develop a programme to communicate policies and procedures within the entity;

iii.  Monitor compliance with the RIBs internal AMU/CFT programme;

iv.  Receive internal reports and consider all such reports;

V. Issue, at their own discretion, external reports to the Authority as soon as practicable
after determining that a transaction warrants reporting;

vl.  Moniter the accounts of persens for whom a suspicious report has been made;

vil.  Establish and maintain on-going awareness and tralning programmes for staff at all

© levels; g
vili.  Establish standards for the frequency and means of training;

ix. Report at least annually to the board of directors (or relevant oversight body In the
case of branch Operations) on the operations and effectiveness of the systems and
controls to combat money laundering and the financing of terrorism;

X.. Review compliance policies and procedures to reflect changes in legislation or
international developments;

Xl.  Pariicipate In the approval process for high-risk business lines and new products,
including those involving new technologies; and

xii.  Be available to discuss with the Authority or the Supervisor matters periaining to the
AML/CFT function.

The internal audit department should carry out reviews to evaluate how effectively compliance
policies are being implemented. Such reviews should be carried outon a frequency consistent
with the RIB's size and risk profile. The review process should Identify and note weaknesses
in policies and procedures, corrective measures and ensure timely fellow-up of actions.

Cfficer or Group Internal Audit may perform the compliance and/or internal audit services.
Where this is not possible, a RIB may, subject to the Supervisor's agreement, outsource the
operational aspects of the compliance or intemnal audit function to a person or firm that is not
involved In the auditing or accounting functions of the RIB. This notwithstanding, the
responsibility for compliance with the MLFTA and the guideline remains that of the RIB. The
requirements of this section extend to the agent. A RIB should have a local control function

and be In & position to readily respond to the Supervisor and the Authority on AMUCFT
issues.

10.1 RECORD-KEEPING

To demonstrate compliance with the MLFTA and fo facilitate Investigations undertaken bythe
FIU, RIBs should establish a document retention policy that provides for the maintenance ofa
broad spectrum of records, including those related to customer identification, business
transactions, internal and external reporting and training.

RIBs should retain all records of business transactions exceeding BDS$10,000 or the

equivalent In foreign currency and should ensure that linked transactions, which are
Individually below this limit, but with an aggregate value exceeding the threshold, are
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RIBs should maintain these records for a minimum of five years after the termination of the
business transaction, or the business relationship, whichever is applicable.

However, it may be necessary for RIBs to retain records, until such time as advised by the FIU

or High Court, for a period exceeding the date of termination of the last business transaction
where;

i.  There has been a report of a suspicious activity; or
ii. ~ There is an on-going Investigation relating to a transaction or client.

RIBs shouid ensure that records held by an affiliate outside Barbados at a minimum, comply
with the requirements of Barbados law and this Guideline.

(Insurance companies should have special regard to the following records:

» Entry Records including opening records, verification documentation and written
introductions for a period of seven (7) years

* Ledgers should be kept for a period of ten (10) years

* Supporting documentation for seven (7) years).

Records should be retained in a format, including electronic, scanned or microfilm, that would
facilitate reconstruction of individual transactions (including the amounts and types of currency
involved) so as to provide, If necessary, evidence for prosecution of criminal activity and to
enable RIBs to comply swiftly with information requests from the FIU. This applies whether or
not records are stored off the premises of the RIS,

When a RIB merges with or takes over another entity, It should ensure that the records
described above can be readily retrieved. Where the records are kept in a contractual

relationship by an entity other than a RIB, the RIB is responsible for refrieving those records
before the end of the contractual arrangement.

The nature of records that should be retalned is set out below:
10.2 Customer Records

In order to comply with Section 8 (1) (a) of the MLFTA, RiBs should retain:

I.  Copies or records of customer identification, including those obtained through the
conduct of enhanced due diligence;

client files, client statements and business correspondence; and

All business transaction records, domestic and international, of all transactions

exceeding BDS$10,000 or its equivalent in foreign cumrency.

E=

In relation to business transactions, the requirements on the type of records to be retained are
set out in Section 8(3) of the MLFTA.

10.3 Internal and External Records

Allinsurance companies must maintain records related o unusual and suspiclous transaction
reports. These should include:



i.  Allreports made by staff to the Compliance Officer:
ii.  The intemal written findings of transactions investigated. This applies irespective of
whether a suspicious report was made; -
iii. — Consideration of those reports and of any action taken; and
iv.  Reports by the Compliance Officer to senior management and board of directors.

10.4 Tralning Records

In order to provide evidence of compliance with Sections 8(1) and 10 of the MLFTA, ata
minimum, a RIB should maintain the following information:

‘Details and contents of the training programme provided to staff members:;
Names of staff recelving the training;
Dates that training sessions were held:

Test results carried out to measure staff understanding of money laundering
and terrorist financing requirements; and

* An ongoing training plan,
11.0 TRAINING AND AWARENESS

An integral element of the fight against money laundering and the financing of terrorism is the
awareness of those charged with the responsibility of identifying and analysing potential illicit
transactions. RIBs should, therefore, establish ongoing employee training programmes.
Training should be targeted at all employees but added emphasis should be placed on the
training of the Compliance Officer and the compliance and audit staff because of their critical

role in sensitising the broader staff complement to AML/CFT issues and ensuring compliance
with policy and procedures.

RIBs, therefore, should:

i.  Develop an appropriately tallored training and awareness programme consistent with
their size, resources and type of aperation to enable their employees to be aware of
the risks associated with money laundering and terrorist financing, to understand how
the institution might be used for such activities, to recognise and handle potential
money laundering or terrorist financing transactions and to be aware of new
techniques and trends in money laundering and terrorist financing;

li.  Clearly explain to staff the laws, the penalties for non-compliance, their obligations
and the requirements conceming customer due diligence and suspicious transaction
reporting;

iii. ~ Formally document, as part of their anti-money laundering policy decument, their
approach to training, including the frequency, delivery channels and content;

iv.  Ensure that all staff members are aware of the identity and responsibilities of the
Compliance Officer and/or the Reporting Officer to whom they should report unusual
or suspicious transactions:

v.  Establish and maintain a regular schedule of new and refresher programmaes,
appropriate to their risk profile, for the different types of training required for:

a. New hire orientation;

b. Operations staff and agents;

c. Supervisors;

d. Board and senlor management: and
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€. Audit and compliance staff,

Obtain an acknowledgement from each staff member and agent on the training
received;

Assess the effectiveness of training®; and

Provide all staff and agents with reference manuals/materials that outline their
responsibilities and the Institution’s policies, These should complement rather than
replace formal training programmes; — —

Content and Scope of the Training Programme

ARIB's overall training programmes should cover topics pertinent to its operations. Training
should be general as well as specific to the area in which the trainees operate. As staff
members move between jobs, their training needs for AML/CFT may change. Training
programmes should, inter alia, incorporate references to:

i
ii.
iii.
iv.

vil,
viii.

12

Relevant money laundering and terrorism financing laws and regulations;
Definitions and examples of laundering and terrorist financing schemes;

How the institution can be used by launderers or those who finance terrorists;

The importance of adhering to customer due diligence policies, the processes for
verifying customer identification and the circumstances for implementing enhanced
due diligence procedures;

The procedures to follow for detection of unusual or suspicious transactions/activity
across lines of business and across the financial group;

The completion of unusual and suspicious transaction reports;

Treatment of incomplete or declined transactions; and

The procedures to follow when working with law enforcement or the FIU on an
investigation.

PRE-EMPLOYMENT BACKGROUND SCREENING

The ability to implement an effective AML/ICFT programme depends in part on the quality and
integrity of staff. RIBs should, therefore, undertake due diligence on prospective staff
members and agents. The senior management of a RIB should:

ik,

iv.

Verify the applicant's identity;

Develop a risk-focussed approach to determining when pre-employment background
screening is considered appropriate or when the level of screening should be
increased, based upon the position and responsibilities associated with a particular
position. The sensitivity of the position or the access level of an individua! staff
member may warrant additional background screening, which should include
verification of references, experience, education, professional qualifications and
criminal history.

Maintain an ongoing approach to screening for specific positions, as circumstancas
change, or for a comprehensive review of departmental staff over a period of time.
Internal policies and procedures should be in place (e.g. codes for conduct, ethics,
conflicts of interest) for assessing staff; and

Have a policy that addresses appropriate actions when pre-employment or

® Assessment methods include written or automated testing of staff on training received, use of
evaluation forms by recipients of training, confirmation of delivery of training according to plan, and
review of the contents of training,
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subsequent due dilig

ence detects information contrary to what the applicant or
employee provided.
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Appendix 1
of Entiti

Although MLFTA applies to all persons and businesses, additional adminisirative
requirements are placed on financial institutions. According to Section 2 (1) of MLFTA, a
financial institution means:

Any person who carries on business undéf'l.‘IA: and Includes:

A deposit taking Institution;

Any person‘ whose business involves money fransmission services, Investment
services or any other services of a financial nature;

A credit union within the meaning of the Co-operatives Societies Act;

A bullding society within the Building Societies Act:

A friendly society within the meaning of the Friendly Societies Act:

An insurance business within the meaning of the Insurance Act:

An offshore bank within the meaning of the Offshore Banking Act (repealed to form
IFSA);

An exempt insurance company within the meaning of the Exempt Insurance Act,
An international business company within the meaning of the Internationa! Business
Companies Act;

A society vith restricted liability within the meaning of the Societies with Restricted
Liability Act;

A foreign sales corporation within the meaning of the Barbados Fareign Sales
Corporation Act,

A mutual fund, mutual funds administrator and a mutual fund manager; and
International trusts within the meaning of the infernational Trusts Act.
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Appendix 2

diti Ref ces
Name of Organisation Website Address / Link Relevance

International Association of hitp: i isisweb org Provides examples of

Insurance Supervisors insurance typologies

Caribbean Financlal Action Task waww.cfatf org Regional FATF style body

Force (CFATF) iR il - conducts mutual
evaluations on Caribbean
member states and provide
information on their
AML/ATF compliance,

Commonwealth Secretariat 2, thel

Egmont Group for Financial hitp/ivaww.ggmontaroup.org A group of over 120 FlUs

Inteftigence Units worldwide ~ provides

d examples of insurance

typologies

Financlal Action Task Force hitp:itwvaw fatf-aafi.org A non governmental body

{FATF) F that produces intemational
best practice standards for
AMUATF — also provides
examples of typclogies

Financlal Stabillty Forum X

Intemztional Manstary Fund www imf.org

International Crganisation of hitp:/iwvaw iosco org

Securities Commission

Interpol {Interpol's involvement in hitp:/fwwwInterpol. com/publiciterror

the fight agalnst International smidefault asp

terrorism)

Organisation of American States — hitp:/iwaw.clcad.oas.org

CICAD

The Financial Crime Enforcement I ain

Network (FINCEN)

The World Bank X

United Nations 2 .

United Nations — Intemational hitp:/Mvew.imolin.org

Maney Laundering Information

Network

United Nations — Security Council btip:/www.un.org/documents/scres,

Resoiutions htm




Appendix 3

of M de ri ces
Area Description of Offence Description of Fine Section of
Legistation
Reporting Failure of licensee to make a Saction B (4)
Obligations repart on a suspicious transaction | $100,000 on directors Jointly and | MLFTA
to the A severally
Fallure of a icensee to maintain | $100,000 on directors jointly anc | Section 8(5)
business transactions records. severally MLFTA
Failure to report that a person Summary conviction - $10,000 or | Section BA(8)
recelves more than BDS$10,000 | 2 years imprisonment MLFTA
(or foreign equivalent) from
outside of Barbados without Conviction on Indictment -
Exchange Control permission. $200.000 or 5 years imprisonment
Failure to report transfers more Summary conviction - $10,000 or
«. | than 8DS$10,000 (or foreign 2 years imprisonment
equlvalent) without the Exchange :
Control permission, Conviction on Indictment -
$200,000 or 5 years imprisonment
Interference in | The obstruction, hindrance, $50,000 or impriscnment of 2 years | Section 16
the Line of | molestation or assault to any or both MLFTA
Duty member of the Authority,
constable or other person in
performing duties under the Act.
Money Engagement of money Summary conviction - $200,000 or | Section 20
Laundering laundering. § years imprisonment or both, (1) MLFTA
Offences
Conviction on indictment -
$2,000,000 or 25 years
impriscnment or both,
Forfeiture of licence for financial Section 12
n
Providing assistance to engage | Summary conviction - $150,000 or | Seclion 20(2)
in money laundering. 3 years imprisonment or both, MLFTA
Conviction on indictment -
$1,500,000 or 15 years
impri of both
A bedy of persons (corporate or | Subject to trial and punishment Section 21
unincorporated) whether as a accordingly. MLFTA
director, manager, secretary or
other similar officer engaging in a
money laundering offence.
Disclosure of | Disclosure of information on a $50,000 or 2 years impriscnment | Section 22(4)
Information pending money laundering or beth MLFTA
investigation, Falsifying,
concealing, destruction or
disposal of information material

to investigation or order,
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